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Isogenies

Elliptic curves, isogenies,
iIsogeny graphs




Elliptic curves

Elliptic curve over [F4: solutions (x,y) in Fq of
y2=x3+ax+b
E(Fg) is an additive group
Isogeny: a map
@ : E1— E>
which preserves certain structures...

* Group homomorphism with finite kernel

™

Degree: deg(p) =

-—)

tker(op) (for "separable" isogenies)
e deg(p - ¥) = deg(p) - deg(y)



The isogeny problem

Isogeny problem: Given two elliptic curves E1 and E», find an isogeny ¢ : E1 — E»

y?2 = x3 — 4x

elliptic curves:
yv2=x3+ ax+ b




The isogeny problem

Isogeny problem: Given two elliptic curves E1 and E», find an isogeny ¢ : E1 — E»

y?2 = x3 — 4x
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The isogeny problem

Isogeny problem: Given two elliptic curves E1 and E», find an isogeny ¢ : E1 — E>

* Cryptosystems "based on" the isogeny problem?

Expectations: cryptosystems as secure as isogeny problem is hard

Security of

The isogeny problem — ———
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The isogeny problem

Isogeny problem: Given two elliptic curves E1 and E», find an isogeny ¢ : E1 — E»

* The solution ¢ is an isogeny...

* How to represent an isogeny?



Efficientisogenies

* Explicit polynomial formula, or Vélu’s formulae... polynomial time in deg(o)

Isogenies of small degree £ =2, or 3... “@-isogenies”

(x, y) — (X2 A 1))

X2




Efficientisogenies

* Explicit polynomial formula, or Vélu’s formulae... polynomial time in deg(o)

Isogenies of small degree £ =2, or 3... “@-isogenies”
* Given random Ejand E2, smallest ¢ : E1 — E2 has degree poly(p)
X Typically in crypto, p > 2256

* Compose small isogenies to build bigger ones!

Isogenies with smooth degree (small prime factors):

on ° ... o @2 o @1 represented by (‘compose’, @1, @2,... , ¥n), With deg(ei) small



Isogeny graph

e Fix small 2 (say, € =2). Can easily compute £-isogenies

/_,Es

N
AE4

an isogeny of degree £ = an edge in a graph

> k3




Isogeny graph

e Fix small 2 (say, € =2). Can easily compute £-isogenies

E;

an isogeny of degree £ = an edge in a graph

1 0-1sogeny k, — E, = 3 £-1sogeny E, — E,



Isogeny graph

e Fix small 2 (say, € =2). Can easily compute £-isogenies

e The 2-isogeny graph (supersingular...)

® (£ +1)-regular, connected (for supersingular curves)



The ¢-isogeny path problem

?-lsogenyPath: Given E1 and E2, find an £-isogeny path from Ej to E>

* Path finding in a graph
* Hard for supersingular curves! Best known algorithm = generic graph algorithm

* Typical meaning of “the isogeny problem"



Isogeny-based
cryptography

Computational problems
and cryptosystems




Isogeny-based cryptography

Expectations: cryptosystems as secure as isogeny problem is hard
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_ ncuon
A one-way A supersingular
2-isogeny graph

+ Very large
+ J-reqular
+ Connected



A one-way function
Fix a reference
point Eg

Input: a message
min {0,1)*

m=0001
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®v_  Aone-way function
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Fix a reference
point Eo

Input: a message
min {01)*
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@ A one-way functon
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Preimage problem:
®  Given £y and Him), find w

£-IsogenyPath




Isogeny-based cryptography

Expectations: cryptosystems as secure as isogeny problem is hard
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Isogeny-based cryptography

Reality: a mess

Weird scheme-

Security of

I\

dependent variants of
isogeny problems

The isogeny problem

cryptosystems

The isogeny problem CGL hash function (preimage)

One endomorphism CGL hash function (collision)
SQIlsign (soundness)

CSIDH (key recovery)

One endomorphism

Vectorisation
SSI-T

A N IA A

SIDH (key recovery)



Endomorphisms

And the supersingular
endomorphism ring
problem




\

.\The\CGL hash funlction
Is the CGL hash

function collision-

an endomorphism
of Eo



Endomorphism ring

An endomorphism of E is an isogeny ¢ : E — E (or the zero map [O])
The endomorphismring of E is End(E) ={¢ : E — E}

* ¢ +1is pointwise addition: (¢ + ¥)(P) = o(P) + (P)

* ¢1) is the composition: (py)(P) = o((P))

Multiplication by m € Z is an endomorphism
Im|:E—-E:P—P+..+P
It forms a subring Z ¢ End(E)



Endomorphism ring

What is the structure of End(E)?
* |t contains Z c End(E)...

* (End(E), +) is a lattice of dimension 2 or 4
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Endomorphism ring

What is the structure of End(E)?
* |t contains Z c End(E)...

* (End(E), +) is a lattice of dimension 2 or 4

A curve E is supersingular if (End(E), +) is a lattice of dimension 4

Then, there is a Z-basis 1, a», a3, aa: as a lattice,

End(E) =7 ® Zay & Zaz ® Zaa



The endomorphism ring problem

Given a supersingular E,
‘compute End(E)"...

EndRing: Find four endomorphisms that form a basis of End(E)



Example

Example: p = 3 (mod 4), so Fp2 = Fp(a) where a2 = -1, and

ConsiderEo: y2=x3+Xx
Two non-trivial endomorphisms:

2= [p]
* 7:Eo— Eo: (X, V) — (XxP, ypP T P
0 — Eo: (X, y) — (XP, yP) and oz = -

® 1:Eo— Eo:(x, V) — (=X, ay) 2 = [-1]

?
End(Eo)=7 @71 ® 77t ® Zur



Example

Example: p = 3 (mod 4), so Fp2 = Fp(a) where a2 = -1, and

ConsiderEo: y2=x3+Xx
Two non-trivial endomorphisms:

2 = [-p]
® 7:Eo— Eo: (X, y)— (XP, yP T P
7:Eo— Fo: (X y) = kP, ye) and (= -7,

® 1:Fo—Eo: (X y)— (X, ay) 2 =[-1]

End(Eo)=20Zi10Z " o 1 ~ EndRing



The endomorphism ring problem

Given a supersingular E,
‘compute End(E)"...

EndRing: Find four endomorphisms that form a basis of End(E)

MaxOrder: Compute the "abstract structure" of End(E)

* End(E) is isomorphic to a ring of quaternions. Find which!



Quaternion algebra

The quaternion algebra B, is the ring (for p = 3 (mod 4))
Bro=QoQi®oQj®QKk

where [2=-1, j2=-p, and kK =ij = —ji

End(E) is (isomorphic to) a discrete subrings of Bp,«
> End(E) is a maximal order in By«

> There are many maximal orders in Bp,«



The endomorphism ring problem

Given a supersingular E,
‘compute End(E)"...

EndRing: Find four endomorphisms that form a basis of End(E)

MaxOrder: Compute the "abstract structure" of End(E)

* End(E) is isomorphic to a ring of quaternions. Find which!



Example

Example: p = 3 (mod 4), so Fp2 = Fp(a) where a2 = -1, and

ConsiderEo: y2=x3+Xx

Two non-trivial endomorphisms:

* 7:Eo— Eo: (X, y)— (xP, yr) 7 [_p] and it = -7
® 1:Fo—Eo: (X y)— (X, ay) 2 =[-1]
End(Eo)=/@ Z1® 7 ‘+2” o7 | +2”T EndRing

T oTie7 ’;f @7 1+2’7 c B, MaxO0rder
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Oneknd

Given E, find one
endomorphiswm

an endomorphism
of ko



The endomorphism ring problem

Given a supersingular E,
‘compute End(E)"...

EndRing: Find four endomorphisms that form a basis of End(E)

MaxOrder: Compute the "abstract structure" of End(E)

* End(E) is isomorphic to a ring of quaternions. Find which!

OneEnd: Find a single non-scalar endomorphism in « € End(E) \ Z



Foundations

Relations between
problems




Which is hardest? Easiest?

EndRing
0N

f—lsogenyPath

/?

OEnd

MaxOrder




Relating OneEnd to £-IsogenyPath

Suppose we can solve £-IsogenyPath.
Can we solve OneEnd?

How to find endomorphisms of E:

> Walk randomly on the isogeny
graph: get

> Solve 2-1sogenyPath(F,E) to get
Y:F—E

> Yo p:E— Eisanendomorphism!




Which is hardest? Easiest?

EndRing
0N

f-lsogenyPath
/‘

/

Oneknd

MaxOrder




They are all equivalent

We have probabilistic polynomial time reductions

GRH GRH

EndRing <—> Max0rder <—> f-lsogenyPath

[W. - FOCS 2021] The supersingular isogeny path and endomorphism ring problems are equivalent.
Earlier heuristic reductions in:
[Petit, Lauter - preprint 2017] Hard and Easy Problems for Supersingular Isogeny Graphs.

[Eisentrager, Hallgren, Lauter, Morrison, Petit - Eurocrypt 2018] Supersingular isogeny graphs
and endomorphism rings: Reductions and solutions.



They are all equivalent

We have probabilistic polynomial time reductions

GRH GRH

EndRing <—> Max0rder <—> ¢-I1sogenyPath
<> Oneknd
<> [sogeny

[Page, W. - Eurocrypt 2024] The supersingular Endomorphism
Ring and One Endomorphism problems are equivalent.



SIDH

Jao-De Feo 2011




Isogeny-based cryptography

Reality: a mess

Weird scheme-
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dependent variants of
isogeny problems

The isogeny problem

cryptosystems

The isogeny problem CGL hash function (preimage)

One endomorphism CGL hash function (collision)
SQIlsign (soundness)

CSIDH (key recovery)

One endomorphism

Vectorisation
SSI-T

A N IA A

SIDH (key recovery)



The isogeny problem with

“torsion point information”... [Jao, De Feo] PQCrypto 2011

[sogeny-based key exchange
NIST PQC alt-finalist

SSI-T < SIDH (key recovery)



Isogeny from a kernel

Let E be an elliptic curve

Let G a finite subgroup of E

Quotienting by G: there is a unique (separable) isogeny
p:E— E/G

with ker(p) = G

deg(p) = #G

- |

Computing an isogeny from its kernel: Given generators of G, the isogeny ¢ can
be computed in time poly(size of input, largest prime factor of #G) [Velu 197/1]

™

- |

=) Given a smooth kernel, can efficiently compute the isogeny



Two equivalent ways to generate an isogeny

o
E// \Q/.F

Random path of length k
in the 2-isogeny graph

Is the same as

Random kernel G of order £k
p:E—FE/G



SIDH

Fix reference elliptic curve Eo

Alice Bok
Random subgroup G of Eo Random subgroup H of Eo
Compute pa : Eo — Eo/G Compute ¢s : Eo — Eo/H
Let Ea = Eo/G Let Eg = Eo/H
Compute Eas = Eg/G Compute Ega = Ea/H
Eo ——— Eo/H=Ej

| |

Er=Eo/G — Eo/(G+ H) = Eap = Ea



SIDH

Fix reference elliptic curve Eo

Alice

‘ ~suhgroup G of Eo

Compute pa : Eo = EofG_

Cm oEag = EB/G

/.

G is not a subgroup of E;
goB(G) S|

Bob

Random subgroup H of Eo

—< ompute @B : Eo — Eo/H

———

Com ute Epa = Ea/H

=

—_

T

How to compute ¢3(G)?
Alice does not know ®B...



Torsion

* The N-torsion of E is
EIN]={PeE|N-P=P+P+..+P=0}
e E[N]=(Z/NZ)>

Idea:

* Alice picks a subgroup G of Eo[2"] €——— Many choices, good entropy

* Bob gives ppon Eo[2"] €—— 4 remains secret everywhere else...

* Alice can compute ¢5(G) €¢—— (1 compute shared secret Eqg = Eg/0p(G)



SIDH

Fix: an elliptic curve Eo
Generators P2, Q2 of Eo[2n] = (Z/2nZ)?
Generators P3, Qs of Eo[3m] = (Z/3mZ)?2

Alice Bob

Random subgroup G of Eo[2"] Random subgroup H of Eo[3™]
Compute @pa : Eo — Eo/G Compute @s : Eo — Eo/H
Let Ea = Eo/G pa(P3), 94(Q3) et Ep = Eo/H
DB (P 2); ©B (Qz)

Compute Eag = Eg/ps(G) Compute Ega = Ea/pa(H)



The SSI-T problem

Context:
* two elliptic curves Eo and E;

* anisogeny o : Eo — Ej (say, of degree 3™ like Bob’s isogeny)
* aninteger N coprime to deg(p) (say, N = 2n...)
e generators P and Q of Eo[N] = (Z/NZ)?2

“torsion point information”
SSI-T: Given Eo, E1, P, Q, »(P) and ¢(Q), find the isogeny ¢ : Eo — E;



An interpolation problem

Polynomial interpolation: given f(s) forafew s e K, find f
SSI-T: given ¢(P) forafew P e E, find ¢



Torsion point information: a weakness?

v v v Vv V

Birth of [Petit] breaking
SIDH “overstreched” SSI-T

[Galbraith, Petit, Shani, Ti) [de Quehen, Kutas, Leonardi,
Martindale, Panny, Petit, Stange]

Improving Petit’s method

o

an active attack

Standard SIDH parameters remained unaffected...




